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«lmplementduon
class»AuthenticatedTissueAgent

-agent

-agent_type_code Role

-authenticated -role_name

-miscomp_actor_id -dcode

-other_actor _id -rcode SOAP layer (thin layer around implementation):

-dcode ) )

-rcode ~ ~ ~ AUTHENTICATION via IP (via apache)

A Z% SOAP
«implementation class»TissueAgent CLI layer (thin layer around implementation):

-id CLI AUTHENTICATION based on credentials and/or $USER

-agent_type_code

-miscomp_actor_id

-other_actor_id UnauthenticatedUser AuthenticatedUser RobotRole DetectorRole

-dcode

- -dcode
-rcode rcode
/\ GUI layer (thin layer around implementation):
T GUI AUTHENTICATION via KCA
MiscompPerson OtherPerson 5 b ExemptionAdminRole RobotAdminRole DetectorAdminRole
“actor id i etector Robot
o= -other_person_id -rcode -dcode
-kprincipal = - -dcode -rcode
-email
-badge
T IMPLEMENTATION layer: AUTHORIZATION
- - Implementation
SecurityAdminRole determine if authenticatedTissueAgent is authorized for required role

]

T

TlssueAdminRole

«implementation class»Security

+isAuthorized(in authenticatedTissueAgent : AuthenticatedTissueAgent, in minRequiredRole : Role) : bool

T Singleton Pattern

TIssueDeveloperRole




createEvent(
<agentldentifier>,
<hwldentifier>,
issueCode,
detectorCode
atTime,
eventDetails)

Recognize(
ABORT 4— no <agentldentifier>)
?

yes

Authorize
agentld

ABORT 4— no

yes
createNewDevice( Recognize(
hwldentifier 4—Nno <hwldentifier>
) )?
yes
getExemptionBehavior(

hwif_id, issueCode)
TOSS, IGNORE, EMAIL_ONLY, NO_BLOCK, or NORMAL

yes return NULL

no

v

getMaxEventld(
Hwif_id, issueCode)

maxEventld is NULL

eventState
maxEventld

?

v

Y

) is OPEN
?

no

}

getRemediationTime(maxEventld)

createNewEvent -> eventld

remediationTime > atTime

yes————p update last_seen

increment repeat_count

repeatDetection(eventld):

?

no

remediationTime
+ issueCode.timeout >

yes

atTime
?

yes

A

REPEAT OFFENDER
Set remediation_revoked_timestamp;
eventld = maxEventld

handleEvent(eventld,,
eventDetails,

A

return eventld

A

Y

exemptionBehavior)




TissuePerson

-identifier
-agent_id
-email
-kerberos
-badge

+getldentifier()
+getAgentld()
+getEmailAddress()
+getKerberosPrincipal()
+getBadge()

TissueSystem

-identifier
-tissue_system_id
-state

+setState(in machine_state_code)
+getState()
+getSystemNamelList()
+getSystemMacAddressList()
+getSystemAdminList()
+getldentifier()

DetailHandler

-detailType
-data

+get()
+put(in kvList)

+keys()
+values() <}
+items()

Afé

DetectorDetailHandler

IssueDetailHandler

EventDetailHandler RobotDetailHandler

SupportTableHandler

-table_name
-code_column_name
-descr_column_name
-data

N\

+add(in code, in descr)
+remove(in code)

+update(in code, in descr)
+get()

IANAY _

NetworkServicesHandler

+addPort()
+removePort()
+addService()
+removeService()
+getServices()

RemediationActionsHandler

ExemptionBehaviorsHandler | [ MachineStatesHandler| [EverjtStatesHandler | DetailKkeywordsHandler

DetectorConfiguration

DetectorFactory

MailHandler

-toAddr : string(idl)
-fromAddr : string(idl)
-replyToAddr : string(idl)
-ccAddr : string(idl)
-body : string(idl)

-dcode

-descr
-emailTemplate
-emailFrom
-emailReplyTo
-emailCc
-authorized_admins
-authorized_nodes
-details

+setToAddr(in toAddr : string(idl))
+appendToAddr(in toAddr : string(idl))
+setFromAddr(in fromAddr)
+setReplyToAddr(in replyToAddr)
+setCcAddr(in ccAddr : string(idl))
+setBody(in text)

+appendBody(in text)

+send()

EmailTemplate

-template

+replaceKeywords()

+getDescr()

+setDescr(in descr)
+getEmailTemplate()
+setEmailTemplate(in text)
+getEmailFrom()

+setEmailFrom()
+getEmailReplyTo()
+setEmailReplyTo()

+getEmailCc()

+setEmailCc()

+getAdmins()

+addAdmin(in identifier)
+removeAdmin(in identifier)
+getAuthorizedNodes()
+addAuthorizedNode(in identifier)
+removeAuthorizedNode(in identifier)
+getDetails()

+addDetail(in keyword, in value)
+removeDetail(in keyword)
+updateDetail(in keyword, in value)

+read(in dcode)

+create(in detectorConfig)
+update(in detectorConfig)
+delete(in dcode)

IssueConfiguration

IssueFactory

-icode
-detector
-descr
-severity_code
-send_mail
-block
-net_service
-email_reminder_frequency
-block_delay
-services
-remediations
-details

+read(in dcode, in icode)
+create(in issueConfig)
+update(in issueConfig)
+delete(in dcode, in icode)

+getDescr()

+setDescr(in descr)

+getSeverity()

+setSeverity(in severity_code)

+getEmail()

+setEmail(in TF_flag, in reminder_frequency)
+getBlock()

+setBlock(in TF_lag, in block_delay)
+getisNetService()

+setlsNetService()

+getNetServices()

+addNetService(in port_number, in service_name)
+removeNetService(in port_number, in service_name)
+getRemediations()

+addRemediation(in ract_code, in recommended)
+removeRemediation(in ract_code)

+getDetails()

+addDetail(in keyword, in value)

+removeDetail(in keyword)

+updateDetail(in keyword, in value)
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