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NIMI Database
Overview
The Network Information and Management Infrastructure (NIMI) provides a framework to assist network management personnel and computer security in monitoring and managing the FNAL network1.  The central component of NIMI is the NIMI Database and it is used to maintain real-time imaging of LAN state2.  Additional components that comprise the NIMI framework are TISSUE, Network Inventory DB, and MISCOMP (see Figure A of the Appendix for graphical depiction of NIMI).
The NIMI database is built on the Postgres DB engine and an ER diagram of its structure can be found in Figure B of the appendix.  Further information regarding the NIMI project can be found at the following URI:  http://cdorg.fnal.gov/dbi/projects/NIMI/index.xml.

Description of Database Entities and Attributes
The entities and attributes that make up the NIMI database are described in this section.  
Table:  arp_table_intervals
The arp_table_intervals stores the IP address to MAC address associations.
	Attribute
	Definition
	Sample Data

	ip_address
	IP address
	131.225.15.145

	mac_address
	MAC address
	00:0c:86:9c:58:1b

	interval_begin
	Date and time interval began
	2009-04-19 22:30:00

	interval_end
	Date and time interval ended
	2009-04-19 22:30:00

	router_name
	Name of router
	r-ad-border-1

	interface_name
	Type of network interface connection
	GigabitEthernet0/1



Table:  dhcp_ranges

The dhcp_ranges table stores the DHCP IP address ranges.
	Attribute
	
	Sample Data

	start_ip
	Starting IP address
	131.225.5.101

	end_ip
	Ending IP address
	131.225.5.110

	classname
	The name of IP address range
	Default

	lease_time
	Duration of time the IP address block has been leased
	01:00:00



Table:  dhcp_lease
The dhcp_lease table stores lease times for IP addresses.

	Attribute
	
	Sample Data

	macaddress
	MAC address of host leasing IP address
	00:e0:81:05:cb:b8

	ipaddress
	IP address
	131.225.82.203

	nodename
	Name of node
	shasta

	begin
	Date and time lease began
	2007-01-31 22:30:07

	expiration
	Date and time lease expired
	2007-01-31 22:30:12



Table:  dhcptempreg
The dhcptempreg table stores registration and contact information for lease IP addresses.
	Attribute
	
	Sample Data

	macaddress
	MAC address
	00:0f:1f:21:3c:80

	ipaddress    
	IP address
	131.225.56.222

	nodename     
	Name of node
	DGFMGL51

	begin        
	Date and time lease began
	2004-09-03 11:08:41

	expiration   
	Date and time expired
	2004-10-03 11:08:41

	username     
	User name
	Mohammad         

	emailaddress
	Email address
	alshmoh2@iit.edu

	affiliation  
	Organization affiliated with
	IIT                     

	location     
	Location
	MUCOOL   

	contact      
	Contact telephone number
	3125673197

	phone        
	Alternate telephone number
	3125673197   

	logincount   
	Number of logins
	1

	scanstatus   
	Status of network node scan
	passed



Table:  net_affiliation
The net_affiliation table stores subnetwork group affiliation.
	Attribute
	Definition
	Sample Data

	subnet      
	IP routing prefix of subnetwork
	131.225.1.0/24

	affiliation
	Group that is affiliated with subnet
	CD



Table:  net_issues
The net_issues table stores network related problems or issues with nodes.
	Attribute
	Definition
	Sample Data

	ip_address
	IP address
	131.225.122.55  

	nodename     
	Name of node
	bdnetspare03.fnal.gov

	mac_address
	MAC Address
	00:08:74:99:f1:d7

	problem_code
	Problem/issue code
	WRO          

	contact      
	Name of contact(s) for node
	Nino E. Strothman, Jeffrey A. Meisner,  

	observed     
	Date and time issue was observed
	2005-07-30 22:18:58.118008

	email        
	Contact email addresses
	strothmn@fnal.gov, jmeisner@fnal.gov,  

	pingable     
	Indicates if the node is pingable
	f        

	details      
	Details about node
	MAC was registered ( for IP=131.225.18.35 )  MAC is registred for DHCP node

	issue_id     
	Numeric record ID for issue
	35383



Table:  netblocks
The netblocks table stores description of subnetworks.
	Attribute
	
	Sample Data

	subnet  
	IP routing prefix of subnetwork
	131.225.163.0/24

	name    
	Name of subnetwork
	D0-WIRELESS-SUBNET

	descr   
	Description
	D0            

	updated
	Date and time record was updated
	2005-02-04 15:02:26



Table:  subnets
The subnets table stores the age of the subnetwork.
	Attribute
	Definition
	Sample Data

	name           
	Name of subnetwork
	PCQCD-SUBNET

	subnet         
	IP routing prefix of subnetwork
	131.225.202.0/24   

	interval_begin
	Date and time subnet began
	2000-09-22 00:00:00

	interval_end
	Date and time subnet ended
	2009-05-25 23:56:00



Table:  switch_table_intervals
The switch_table_intervals table stores information about switches on the network.
	Attribute
	
	Sample Data

	mac_address
	MAC address
	00:30:48:99:89:66

	interval_begin
	Date and time switch connected to network
	2009-04-05 05:01:00

	interval_end
	Date and time switch disconnected from network
	2009-04-05 07:30:00

	switch_name    
	Name of switch/router
	s-cms-gcc-5    

	port_name      
	Name of port
	Gi2/22    

	vlan           
	Virtual LAN number
	191  

	rootcost       
	Spanning tree distance from root switch
	3001



Table:  timing_record
The timing_record table requires further investigation because the information contained in the table is dated and there has been no recent activity.

	Attribute
	Definition
	Sample Data

	activity     
	Activity NIMI executed
	arp_table_intervals

	action       
	Action taken
	update,sec

	timestamp    
	Date and time action was taken
	2004-07-22 16:36:51

	elapsed_time
	Duration time to complete action
	402

	cpu_time     
	CPU time utilization
	



Table:  vpn_account
The vpn_account table stores information about vpn accounts.
	Attribute
	Definition
	Sample Data

	fermi_id
	Fermilab ID of user
	07754V   

	user_name     
	VPN user name
	ANTHONY.AFFOLDER

	group_name    
	Group/Department user belongs to
	CDF        

	group_id      
	ID number of group
	81

	active        
	Active status of VPN account
	t      

	created       
	Date and time account was created
	2004-07-19 11:50:00

	closed        
	Date and time account was closed
	

	email_address
	Email address of account holder
	affolder@fnal.gov

	updated       
	Date and time account was updated
	

	account_type
	Type of account
	vpn



Table:  vpn_log
The vpn_log table stores log information for vpn activity.
	Attribute
	Definition
	Sample Data

	session_id
	Identifier for session
	9D000B82

	session_active  
	Active status of session
	f              

	start_date_time
	Date and time session started
	2009-05-07 16:10:00

	username               
	User name logged into session
	CLIFFORD       

	groupname              
	Name of group/department user belongs to
	Network Management

	input_octets           
	Number of input bytes during session
	59160

	output_octets
	Number of output bytes during session
	60160

	input_packets          
	Number of input packets during the session
	623

	output_packets
	Number of output packets during the session
	661

	framed_ip_address  
	Framed IP address
	131.225.32.51

	nas_ip_address
	NAS IP address
	131.225.32.240

	nas_port
	NAS port number
	1964

	tunnel_client_endpoint
	IP address client computer
	131.225.82.161

	tunnel_server_endpoint
	IP address of server computer.
	

	principal              
	This attribute is not currently being used and is reserved for future functionality and data
	

	end_date_time          
	Date and time vpn connection was closed
	2009-05-08 04:10:00

	session_type
	Type of session
	General_VPN



Controls

Database users are pre-defined and access is granted to the TIssue application via KCA certificates and the 

ZOPE security structure.
Risk 

A malfunctioning or non-working system (i.e.  primary servers, errant detector, etc.) has the potential to allow devices on the network that should not be allowed, and/or block devices that should be allowed.
Stakeholders  

· Fermi Lab employees, users, and visitors are given limited access for reviewing data as vulnerability is detected. 

· The networking group are owners of metadata for Systems and Networks as detected by the scanner forms. 

Appendix
In this section are figures graphically describing the NIMI framework and entity relationships.
Figure A – NIMI Framework


Figure B – NIMI DB Entity Relationship Diagram
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