Dynamic Displays System
Technical Risk Assessment

This technical risk assessment examines the threats, vulnerabilities, risks, mitigations and residual risks for the Dynamic Displays System. The Dynamic Displays System provides functionality to design, manage, and display a variety of content on remote video displays.  The service is provided by a system composed of: 
1. A back-end MySQL database
2. Messaging servers, for routing commands from control points to displays
3. Control points, for letting the user decide what content to show on the displays
4. Displays, for displaying the content.
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The operating systems of the messaging servers, the control points and the displays can be any of the OS’s commonly used at Fermilab: Windows 7 (or later), SLF 6.x (or later), or OS X Yosemite (version 10.10 or later).  At this time, the preponderance of instances are as follows:
· Messaging server – SLF 6.x
· Displays – SLF 6.x
· Control points – Windows 7.
All content is web pages.  The management of the web pages that are used in the Dynamic Display System is outside the scope of this RA.  The choice of which web pages to show in this system is within scope.
Risk ratings are described in the FNAL GCE Security Plan.
Service:  Dynamic Displays System
Responsibility: Office of Integrated Planning & Performance Management (IPPM)
Unintended Exposure of Content
Threat: Display of inappropriate content via database access
Vulnerability: Brute force guessing of authentication credentials/exposure of credentials to the database.
Risk: Multiple guessing attempts of authentication credentials leading to a successful discovery of a credentialed user used to insert inappropriate content into the database.
Mitigation: Write access to the database is restricted by IP address and is password protected.  
Residual Risk: Human error, new vulnerabilities and other unforeseen circumstances that will need to be addressed if they arise. Newly identified risks are to be documented.
Threat: Display of inappropriate content via web-based Database interface
Vulnerability: Brute force guessing of authentication credentials/exposure of authorized database user from a Fermilab computer.
Risk: Multiple guessing attempts of authentication credentials of an authorized user’s SERVICES credentials leads to the insertion of inappropriate content into the database.
[bookmark: _GoBack]Mitigation: Web access to the database modification web pages are restricted to the Fermilab domain (131.225.*.*) and by SERVICES credentials.  Added records must be marked as “approved” prior to being available to the system.  Access may be further restricted to specific users or groups.  Users who enter new content into the database are identified in the database record that was added.
Residual Risk: Human error, new vulnerabilities and other unforeseen circumstances that will need to be addressed if they arise. Newly identified risks are to be documented.
Threat: Display of inappropriate content directly at the player computers
Vulnerability: Physical access to display computers.
Risk: Malicious user directly accessing the player to display inappropriate content.
Mitigation:  Displays in public areas will have the access ports (USB) into these computers locked. Keyboards are locked in a cabinet.
Residual Risk: Human error, new vulnerabilities and other unforeseen circumstances that will need to be addressed if they arise. Newly identified risks are to be documented.
Configuration Errors
Threat:  Unpatched application and/or OS
Vulnerability: Security and other patches might not be properly applied, exposing computers to threats through the OS.
Risk: Malicious user leverages an unpatched vulnerability.
Mitigation: Vendor and local patches are applied in a timely manner, consistent with the FNAL patching policies. No single control is relied on, but rather a defense in depth strategy is utilized. Various monitoring processes check the health and status of the system and processes. 
Residual Risk: Human error, new vulnerabilities and other unforeseen circumstances that will need to be addressed if they arise. Newly identified risks are to be documented. 
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