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Introduction
The Online Support Group (OSGroup) supports Data Acquisition, Detector Control and Monitoring, and other online systems for experiments, the Fermilab Test Beam Facility, and test stands.  This document describes the procedures to be followed in the development and maintenance of software applications and related documentation, in compliance with the Fermilab Software Quality Assurance Program (FSQAP), for software actively managed by the OSGroup.

Software developed and managed by the OSGroup typically has no role for which the consequences of failure corresponding to the High SQA Level as defined in Appendix A of the FSQAP document, with the possible exception of potential for total loss of data or severe compromise of data integrity.  These consequences can be generally mitigated to a level corresponding to Moderate or Low SQA Levels with the adoption of appropriate in situ performance tests and data quality checks that are routine features of experimental data taking programs.
Group Policies and Practices

1) General
1.1) Scope
1.1.1) For applications already under development or in deployment as of the adoption of this policy, the requirements of this document apply only as appropriate to the ongoing lifecycle phases. 
1.1.2) Experiment or project procedures that sufficiently implement the FSQAP may fully supersede the Online Support Group procedure defined by this document.  Such case will be documented on the OSGroup central tracking database.
1.1.3) On systems for which the OSGroup does not control access, this policy only applies to the specific activities of the OSGroup.
1.2) SQA Level (SQAL) : Software for Data Acquisition and Data Monitoring generally meet the FSQAP SQA Level Moderate or Low.  
1.2.1) Transient Data Loss/Data Corruption:  Applications that only present a risk to data taking and data quality while a dysfunctional version is in use will be assigned an SQA Level of Moderate or Low, provided appropriate in situ testing, data quality assurance, and rollback procedures limit any data loss or corruption to a minor extent.
1.2.2) Persistent Data Loss: Applications for which a dysfunctional version can cause ongoing severe data loss, even after the dysfunctional version is removed from use, will be assigned a High SQA Level. 
1.3) Archiving:  The source code for all applications subject to FQSAP will be archived in a system providing version control, such as CVS, SVN, etc., in repositories with appropriate security and regular back-ups.  The locations of repositories or other code databases in use will be documented in the OSGroup central tracking database.
1.4) Inventory: It is the responsibility of anyone in the group undertaking work on an application to be aware of its SQA Level and Manager as defined in the SQA Application inventory.
1.5) Procedure Documentation: all documentation required by the FSQAP as addressed by this document will be recorded in a central database that allows issue tracking and document storage.   Documentation can be either direct, or where appropriate by reference to an external documentation database that is accessible to all members of OSGroup.
1.5.1) Organization: Documentation will be organized by experiment/project-based subgroups where appropriate.
1.5.2) References: Examples of appropriate documentation by reference would include design, user, and testing documentation tracked in an experiment’s or project’s document database or electronic logbook.
1.5.3) Tracking: Required documentation will be documented as an issue in the central documentation database, for each new application or change to an existing one.
1.6) OSGroup Tracking Database: The current location is the OSGroup Redmine instance: https://cdcvs.fnal.gov/redmine/projects/ppd_eed_osgroup

2) New Applications
2.1) Procedure Documentation: The design, development, testing, review, and initial deployment lifecycle stages for new applications will be tracked in the appropriate issue tracking database, with information regarding each of the following line items.  With the exception of Design and Development below, these items will apply to commercial and open source applications.
2.2) Generation: Proposals for new applications can originate inside the OSGroup, in end-user organizations (such as experimental collaborations and projects), or can be required by updates to Fermilab computing policies.
2.3) Justification: The need for the proposed application will be documented.
2.4) SQA Level: Members of the OSGroup, in consultation with the end user organization, will review the purpose of the proposed application and assign the appropriate SQA Level.  
2.5) Approval: Proposed applications beyond the Low SQAL, or those expected to require more than 40 hours of effort through to deployment, require approval from the OSGgroup head or designee before effort is spent beyond initial investigation.  Where appropriate, the approval decision will be made in consultation with the end user organization of the proposed application and other OSGroup stakeholders.
2.6) Requirements: Will be developed and documented as appropriate for the SQAL.
2.6.1) High: Provide sufficient detail to develop test cases demonstrating that the requirements are met.  Define metrics, and how to measure them, demonstrating performance requirements.
2.6.2) Moderate/Low: Describe the required functionality or performance.
2.6.3) Version Control: Requirements documentation for High and Moderate SQAL applications will be subject to version control by the head of the group under which the FSQAP is implemented for the application, or designee, in consultation with other relevant stakeholders.  Requirements documentation will be updated as additional requirements are identified in later lifecycle phases.
2.7) Design: Design/Specification/Implementation choices meeting the requirements will be documented according to the FSQAP, including the requirements per SQAL specified in Appendix B – Software Quality Control Measures.
2.7.1) Review: For High and Moderate SQAL applications, the developers will organize, conduct, and document a review evaluating the adequacy of the design in meeting the requirements, involving at least one other expert in the relevant software technology.
2.7.1.1) For High SQAL applications, the review will involve at least one expert from outside either the OSGroup or end user organization.
2.7.1.2) For High SQAL applications, recommendations and corrective actions will be identified and tracked to completion.
2.8) Development: Development will follow the design, and therefore requirements. 
2.8.1) Additional functionality may be included in cases where both the effort required and risk to required functionality and performance is minimal.
2.9) Test plan: will be developed and documented for all applications.
2.9.1) Descriptions of tests that will demonstrate the effectiveness of the application will be documented.  
2.9.2) Due to the complexity and uniqueness of Experimental HEP Data Acquisition systems, testing may require provisional deployment.  In this case, procedures to limit potential data loss to minor will be developed, documented, and followed in consultation with the end-user organization.  Standard experimental data quality assurance procedures (e.g., shifter check-lists) will be incorporated into such testing.
2.10) User Documentation: will be developed that describes the user interfaces of the application, and the common error conditions and corresponding recovery procedures.  Version control will be applied for High SQAL applications.
2.11) Verification: Prior to initial deployment of a High SQAL application on a production system, the developers will organize a review, and document to resolution any issues found in the evaluation of:
2.11.1) The adequacy of the software’s implementation of the design at the level of major logic structures
2.11.2) The adequacy of the test plan for demonstrating that all documented requirements are met
2.12) Pre-deployment Testing & Review
2.12.1) For High SQAL applications, documentation of test results and resolution of any discovered deficiencies related to risks corresponding to High SQAL will be created and reviewed prior to provisional deployment.   Documentation related to risks corresponding to Moderate or Low SQAL may be reviewed following provisional deployment.
2.12.2) Review of test results and documentation for Low and Moderate SQAL applications may be delayed until after completion of acceptance testing.
2.12.3) The adequacy of the User Documentation in describing basic operation and common errors encountered in testing will be reviewed, and identified issues addressed, prior to provisional deployment.
2.13) Deployment
2.13.1) Approval: Approval of the end-user organization is required before any Moderate or High SQAL application is deployed.   Deployment of high SQAL applications additionally require approval of the OSGroup head or designee. 
2.13.2) Release management
2.13.2.1) The software suite in which a new application is to be deployed will be given a unique release name. 
2.13.2.2) The correct versions of all elements of the entire suite must be retrievable from the source repository using the release name. 
2.13.2.3) Prior to the deployment of new/upgraded applications, the developer/s will insure that any current release in production use on the system is retrievable.  
2.13.2.3.1) For suites involving any High or Moderate SQAL applications, the existing release must be retrievable from the repository.
2.13.2.3.2) For suites involving only Low SQAL applications, creation of a backup copy of the source and compiled software will suffice.
2.13.3) In situ testing: In consultation with the end-user organization, developers will verify data quality as described in the Test Plan.
2.14) Post-deployment Review: The results of in situ testing will be reviewed,  with any identified issues of software or documentation and their disposition addressed, within a time that limits any potential data loss to a minor extent.



3) Change Management

All Applications in deployment will be subject to the following change management procedure.  Each change or related set of changes will be tracked in the appropriate issue tracking database, with information regarding each of the following line items.  See corresponding items under New Applications for more detail.
3.1) Generation: Requests for bug fixes, performance improvements, or new features (“changes”) for an application can originate inside the OSGroup, in affected experimental collaborations and projects, or can be required by updates to Fermilab computing security policies. 
3.2) SQA Level: The application manager or a designated developer will review the requested change to evaluate whether it requires a change to the SQA Level of the application.  If a change is required, the manager or designee will update the SQA Database.  The new SQAL will henceforth apply.
3.3) Approval: Changes expected to require more than 32 hours of effort to design, develop, and test, or that require an elevation of the Application’s SQAL, will require approval of the OSGroup leader or designee before effort beyond initial investigation is expended.  
3.4) Requirements: The requirements of the desired change will be developed and documented, in consultation with experimental stakeholders where appropriate, at a level appropriate for the SQAL.  In cases of changes representing additional functionality or performance beyond existing requirements, the existing requirements documentation for the application will be amended, subject to applicable version control.  Bug fixes and ease-of-use changes do not require updates to the existing requirements documentation.
3.5) Design
3.5.1) External Interfaces: any changes required to external interfaces will be identified and analyzed.  
3.5.2) Logic Structures: any changes to major logic structures will be described at a high level.
3.5.3) For High and Moderate SQAL applications, existing design and specifications documentation will up modified to reflect such changes.
3.6) Test Plan
3.6.1) Descriptions of tests that will demonstrate the effectiveness of the application, both for new and existing functionality, will be documented.  
3.7) User Documentation: User Documentation will be updated for any SQAL, reflecting basic operation and explanations of common errors associated with changes, where not self-explanatory.  Version control will be applied to the documentation for High SQAL application.
3.8) Testing
3.8.1) For High SQAL applications, the Test Plan and test results documentation will be created and reviewed prior to deployment.
3.8.2) For Low and Moderate SQAL applications, the Test Plan and test results documentation can be reviewed after completion of acceptance testing.
3.9) Inspection & Review
3.9.1) Changes to High SQAL applications will be subject to a code review, involving at least one expert other than the developer in the general or specific software area concerned, prior to in situ acceptance testing.  Issues and resolutions 
3.10) Deployment – see New Applications/Deployment.
3.10.1) Acceptance: Applications which are at worst no more dysfunctional than the previous version may be left in deployment.



4) Retirement
4.1) The Fermilab SQA database will be updated to reflect retirement of applications from production.
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